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Backdoor poisoned sample detection via reverse forgetting

YAN Leiming, YOU Jianfei

(Nanjing University of Information Science and Technology, School of Computer Science, School of

Cyber Science and Engineering, Nanjing 210044, China)

Abstract; To enhance model performance, Deep Neural Networks are frequently trained on untrusted datasets,
rendering them vulnerable to data poisoning backdoor attacks. Conventional detection methods rely on identifying
feature discrepancies between poisoned and benign samples. However, their effectiveness diminishes when attackers
optimize trigger generation to obscure this boundary. To address this issue, this paper proposes a novel detection
method named reverse forgeting ( RFgt). The method exploits the characteristic of backdoor attacks, where the
proportion of poisoned samples is low, and employs a reverse optimization strategy. Instead of forcing a poisoned
model to forget backdoor features, RFgt compels it to rapidly forget the features of the majority class ( benign
samples) , while simultaneously retaining and reinforcing the learning of suspicious samples to consolidate their
poisoned features. This approach significantly amplifies the feature disparity between the two sample types.
Ultimately, the prediction entropy of the samples is used to determine whether they are poisoned or benign.
Experimental results demonstrate that RFgt effectively detects poisoned samples under various backdoor attacks on
the CIFAR-10 and GTSRB datasets, while maintaining a low false positive rate. Furthermore, this method
demonstrates strong generalization capability, as shown by its performance on the Tiny ImageNet dataset.
Specifically, against four classic data poisoning attacks, RFgt achieves an average True Positive Rate ( TPR) of
99.28% and a False Positive Rate (FPR) of only 0. 06% , outperforming existing defense methods in overall
performance.
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Fig. 1 Overall framework of reverse forgetting
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Tab.1 Defense performance of our method and other approaches against six backdoor attacks
. kgt JTCBi 1 BDE!?") ASD!%! DE[?¢] RFgt( RS E)
ACC/%  ASR/%  ACC/%  ASR/%  ACC/%  ASR/%  ACC/%  ASR/%  ACC/% ASR/%

Badnets!® 94.1 100.0 93.1 0.1 93.3 1.5 92.9 0.7 94.0 0

Blended!”’ 93.9 98.9 93.0 8.7 93.1 1.8 93.2 1.3 94.1 0.5

siGH 93.6 95.3 92.3 6.3 92.7 1.3 92.5 2.1 93.8 0.4

CIFARLI0 Wanet ! 93.1 98.7 91.9 5.8 92.6 2.7 92.3 0.2 93.0 0.3
Refool ) 93.7 99.8 9.3 3.2 93.4 0.9 92.7 0.8 93.8 1.3

A-Patch!'?] 92.9 97.6 92.4 12.3 93.1 5.7 91.6 1.9 91.9 0.8

Ssprth! 93.4 98.6 91.6 6.5 9.5 3.6 92.3 2.2 93.1 1.5

Average 93.5 98.4 9.3 6.1 92.9 2.5 9.5 1.3 93.4 0.7

Badnets 97.3 100.0 9.3 0.1 9. 1 0.4 9.5 0.7 97.4 0

Blended 97.1 99.8 95.8 4.2 96.3 0.5 96.3 1.2 97.0 0.1

SIG 9.5 97.3 95.2 8.9 95.9 1.3 96.2 1.9 9.3 0.8

CISRE Wanet 97.1 99.9 94.7 6.2 96.3 0.6 96.0 0.2 96.2 1.4
Refool 97.2 99.3 95.3 6.7 96. 4 0.8 96.3 1.4 9.8 0.4

A-Patch 9.8 95.6 96.4 15.6 9.1 4.2 95.3 2.4 95.7 1.4

SSDT 97.1 98.3 95.5 6.2 96.3 4.4 96. 1 1.6 9.8 0.9

Average 97 98.6 95.6 6.8 96.2 1.7 9. 1 1.3 96.6 0.7
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Tab.2 Sample detection performance on the CIFAR-10 dataset with 5% poisoning rate

b gk BDE ASD DE RFgt(A3CTHk)
TPR FPR TPR FPR TPR FPR TPR FPR

Badnets 94.76 0.68 99.67 4.62 99.40 0.89 100. 00 0

Blended 96. 64 1.48 99.44 4.39 99.18 1.15 99.98 0

SIG 90. 60 0.49 93.54 7.16 94.48 0.92 99.83 0
Wanet 88.35 8.94 92.43 5.61 99.40 1.20 97.32 0.24
Average 92.59 2.90 96.27 5.45 98.12 1.04 99.28 0.06
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W 55 1 RFgt, 3X A B2 PR Ok FL9 0 fh ol R A i 2
T T 23 ik B ERARRAIE (75— S8 JRUAS RRAE ik

R B RAAAEAS B8 23 A1 B | AT T T Bl 1 £
R

N T HE RFgr J7 ik Ae A 2055 A 2k,
ASCAERHNE Z R E L J- A Tiny ImageNet £
B LIV T ALERG UE S8, e 4 AL ST
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Tab.3 Defense performance on the Tiny ImageNet dataset
JEBiiAE RFgt (A7)
ACC/% ASR/% TPR/% FPR/% ACC/% ASR/%

yetir

Badnets 62.64  100.00 100.00  0.00 61.27 0

Blended 61.84  95.21 99.63 0.07 60.85 0.24
Wanet 61.73 95.93  97.32 0.85 60.64 1.84
Refool 62.53 96.23  98.13 0.41 59.19  1.16

Average 62.19 9.84  98.77 0.58 60.49  0.81
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Fig.2 Entropy distribution of samples on the CIFAR-10 dataset under different forgetting methods
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Fig.3 Changes in TPR and FPR of three defense methods under varying initial benign sample quantities
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Tab.4  Analysis of RFgt method’s defense effect with expanded
sample ratios of & on the CIFAR-10 dataset ( Blended)

e=5% e=10% e=20% &=30%

R/ %
ACC ASR ACC ASR ACC ASR ACC ASR

5 91.51 0.64 93.78 0.48 94.12 0.51 94.03 1.31
10 92.23 0.63 93.80 0.35 93.72 0.83 93.89 1.43
20 91.74 0.83 93.21 0.73 93.53 1.25 93.77 2.57

H12¢ 5 A UL RFgt Jy s AEAL BRAR vh 82 32 4 3 Fh
Ja 1) Beads I 2 B R e A A 0 A B A 0 R A )
RBAR IR 0% , FLAE 1% H RN T A 5
E BB ORI RFgt ko fif RYEREA Y
RS 3t 05, A A I BH R AR 0, 7E
FLA R A T v, Beli o 1 s B | R
WARAY AR, AR T IR AE 1% R BAR T 1L 3 Ak 4%
AESE AN (FPR 28 0% ) , 3843 UEM 1 HAE 52 B By
3755 B SRR A AN
%5 RFgt 5iE7E CIFARIO HiR&E FXHRFFRHLEHH
KRR
Tab.5 Detection performance of the RFgt method against low-

poisoning-rate attacks on the CIFAR-10 dataset

. PR =1% hEER =3% hEER =5%
Bk =R

TPR FPR  TPR FPR  TPR  FPR

Badnets  100.00 0 100.00 0 100.00 0

Blended 99.37 0 99.82 0 99.98 0
SIG 98.54 0 99.21 0 99.83 0

BEE o 5 B JHRE T RFgL Ik B 2
PREAC R T8 55 R PR A R AR f0y 56 88, L LU AR Y
BRI 2 ORAIE 7 A I 1 RE Y OGO TR ST

B/ HLABXT ARSI L SR B 52w, AR SC T T S5
TR SC e Rk 6 s, ke LIRS,
Wi B/o HLAEHHE K, RFgt 19 TPR 2 TR
Z X AE R /NG, FPR W2 B HE AR T,
A1 BACE L, 2t B SRR, R A R 2 B AL
AR FRPE , WTTRRAR TPR ; #5° B AL 1 I, W5t
SRR, SRR MEFEA B R E S A 7243, 3 n
TR RS (BRI EE Y FPR)

% 6 RFgt 77iA7E CIFARIO0 HiEEE_ 3R EBE RN R

Tab.6  Detection performance of the RFgt method against

different attacks on the CIFAR-10 dataset

Beskgrat Bla=1 B/a=3 B/a=5
TPR FPR TPR FPR TPR FPR
Badnets ~ 100.00 0.12  100.00 0 98.53 0
Blended ~ 100.00 0.78  99.98 0 99.12 0
Wanet 98.73 1.83 97.32 0.24 9544 0
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Tab.7 Time consumption (in hours) of various defense methods

across different datasets h
" IR DIRES
Bl
BDE ASD DE RFgt
CIFAR-10 0.93 0.64 2.31 0.75
GTSRB 0.91 0.58 2.12 0.71

T WBAE AT LAE Y, RFgt 5 2 T ERCR
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