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Abstract: Intrusion detection systems (IDS) face security challenges of generative model inversion attacks. And
Federated GAN Attacks are the particularly characteristic data security threat to federated IDS. To improve data
privacy in federated IDS, a universal privacy-enhanced federated intrusion detection (PEFID) method is proposed
and is validated in diverse attack-defense simulation scenarios. PEFID jointly enhances data privacy at both the
feature level and the model level. From the feature level, an improved adaptive privacy enhancing module is
proposed to adaptively adjust the regularization degree of representation learning to balance privacy protection and
task learning. Besides, controllable perturbations are injected into the hidden variables to further degrade the
traceability of the gradient. From the model level, a label smoothing strategy combined with prediction confidence is
proposed to deal with label inversion. Each client can individually adjust the soft label value according to the
prediction confidence, assigning victim data a more lenient soft label value to mitigate the consistent attack.
Experimental results on the CICIDS2018 and UNSW-NB15 datasets show that PEFID can effectively resist federated
GAN attacks in various network scenarios. Compared with other methods, PEFID can better balance privacy and
performance with controllable time complexity. It can still maintain superior defensive efficacy even in the case of
single point penetration. The proposed method is both universal and lightweight, which can be adapted to existing
federated IDS to significantly enhance data privacy with minimal performance cost.
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Fig. 1 Attack process of federated GAN attacks

EARHRHR GAN Tl i AR ol e AT R 2 SR
ez e VRN T I F e 2 5
ke & P47 M5 454 Bnbn s i 4 s B R s T
@i, B GAN iy i B I A T4 Jm 1 4l
HA I AR 3 R R B o T A TR ) 2% 3k [
oo MEHN, Bali2B9R 3) bR A8 S e s r ki 5 %
FHEBIEAUS, T LUAS Wi £ AR 11 SRS 40 /Y
WAL . XHTA EOR SEVRAE AR T2 AR
k2 [a] AR T F AR 1] 2 i o 28 I 80k 4 A )
ZhulEnd HAREIY Se s i

SRR AT B GAN it ) B 48 A7 > B
1) 40 4 Jr A5 Y 1) i H S 5, AR 2R il i DI i
S, BT AR AR 2 R R B R A AR N 2k, 2
YL BT SRR R AR T [ T7 1 B A=
IRARICE ., 2) 8 AR 2 S % ) T 2, B L B
ARkt ee . AR%E S TR 2 1 i U A, 3L
SRR IE ARG A 18 bR 28 B 1A 52 LA BHL L 1A
wIRFEERA

2 PEFID #4&i% it

2.1 BIiEREFAIGEED
R B 1B 2 2] b g 6 B SR |, Scheliga 2517
P& 3 R B 09 B2 AL 3 58 B Bk PRECODE , 38 4 X
B RFIE AR 43 SR LB B 5 b 2 B 00 R B AR
&, PRECODE 9 #%.0> B AR JZ 38 o 51 A5 B 31
(information bottleneck , IB) fifi {7 B & i F v H A
IcEZRE B RS i, BARUR , X F A m] i
x R Ry A O B 54 b A R R 2
filifs
max[ I(x;z) -BI(z;y) ] (1)
LB IACEREL 1) HEAF DM, TERRZ M 2%
B BRI LA 5, TR AR 43 E n it #e i g An
Ay LA R B ET, HAR Ak H AR A
minL(0) =L, (y,9) +B + Dy (N(p,,0.,) ,N(0,1))
(2)
b0 WG SH,y A L, AT S

W, Dy ABEAE R 7 ShREIE A )Y KL 3O
FHRAT & 2 Z LR, PRECODE Fo /5 AL 2
AR B A B RRAE T A i JCOC MRS S X T R 28
g ) VAN DR S W7 e WY 6 S S A Y e 1]
B A N B A RSB
B ¥l #& PRECODE [z {72 &, KA 45 P Rk
AP R T EARYE X AT 55 0 S i HR AT
PR JCIRIE N S S LS IR BT, LA, [ Y
B ik Z AT 55 i, To kA 2 ) 1 AR v RE PR R
W, AR SCHR O HE S Y IE N B RA B o AR B
(adaptive PRECODE , A-PRECODE ) , 1] [fj [1] AS [7] fiY
1155 B 3 A A FR 8k, HAS M an &l 2 e, Herp
CE(+) A U425 R B, 1 5, 7 Il B s n
3 7 AT A A SR AR g s IR O 2l 2 A
# 8, VS s Al SR PERE IR ) C R, P
L[-ikl B Ltﬂsk -1
Befren™ 5] p 3)
Kby R K AARMINGR R, EE5E
REL 5 B, A-PRECODE B8 Jilt ¢ 73 BRoRA n] 481, 32F 1 44
TR AR RR RS  FEAT 55 R 22 ), HoW 5 1 T4 55
2:2], A, A-PRECODE #i4h il B FRAS T z TEA
AT AT/ INR S | 3 — 20 55 A0 BE (Y AT B R T
BT AR G S U 5 A s B R, B
Z=M, +E- 0, +n (4)
XF.e~N(0,1),n~N(0,s") MBS F LS,
s AR A A5

{ o
o | [ !
B —--> fE5 Bk
L,,=CE®, »)
L=L B Ly,

)
L,.=D,,(N(u,0,),N(0,1))
- ARR

2 A-PRECODE £14
Fig.2  Structure of A-PRECODE

2.2 HEWMNEREENREFERE

PRAEF- 1T —TE WAL B 388 2o - 0 B s 2
PRFHERZ AL RE T, Gt 400G A B UERT
R A IAR I 22 T BOBE R I 2R B o D4
B fs BB RS eI S R | T8 5y 1 32 4f BRI
o XFFRBIBO M RIEFREE y, =e, e R (M 4t
Y BENGR S I T R e

LS _ _L . a . M
y _[1 M—la]y‘+M—1 1,1eR (5)




.28 - e NS B | A - =

5558 4%

RFae0,1 ] HFE RS,
IR GAN Mok iy Yoo 25 3 3 4 28 S i 15 2 52
FH AN HEREAE B AR O U R 1
UG o AR SCHE 2 A AR T A BRSOk
W, 38 Ao 4 R B TR A A b 50 A1 1 0 0 A R )
CeR" JE AT BB bR S 1) &, BAARh
[1-AC(H)] -y

y}s — T .

S [1-AC()] - ¥5 (i)

i=1

c R M

(6)

X ,AC=C, - C, I ENREEY, 455 Bl
LR BEAOBRZEF- U SRS SR VR R P S A A Y
RESBRAEISL TS 1 B AR R, FA S B R &
[, X TR HEE AR i S VR G
BT R AR O REAS ) B0 26 B A R IR A st ot 41
G B7 IR B AWTIRA . R RIT 8, 4
5 R Rl , AT — AR SR BB, A5 T AR
JEE OB 2~ 8 SRS S 2 UL A DA QRS e
Ak BB B ABON n, BREE R B S ECh
nj, HAG B R 750 D,

POARTD . 25 A T B 15 A T 7R S

A IIRAEUC T, P N BARIE Dy ey =[x, 1y, |70 BT

BB ao, I bRAE TR y 1S, J S BRI BT E €

St BT BT ) R R B0 e €

1:Fori¢inT:

2: For JJT47 % F iy parallel do:

3. LY A 2
4. For iin M.
ni
5: chi = L.ZSoflmax(wk,D'k)
ny iem
6. End for
7 M (6) BB Ryl
8. End for
9.End for

10:Return y/5 ,CH

3 SCESE

3.1 HIE&

AR SRS T BB IDS 9 CICIDS2018
FI UNSW-NBI5 ' AGZIGINE 4 . h TA SO
FEEHR B FAIR) L, 2% S A Y T REVE , PRI A
KRR A S (19 KB, CICIDS2018 His £ 340
T OREE, P HREE R 2N Benign |
Infiltration . Dos . Bot 5 Brute-Force Z&1E K K+ DA%
REE N A (R R0 A, T T ASEAEL— 1 i — 284K
PR TR IE o IR I GAN BGti Y52 35 319

{24 1 4~, UNSW-NBIS 50dE 43647 10 2884, A
SCAf B 7 & A B UNSW-NB15-training JIl k46 5
UNSW-NB15-testing WAL, [FIFE A8 S04 7 g
P WD a4 2B PE . Analysis, Backdoor
Shellcode 1 Worms, UNSW-NB15 £¢#/5 5 F T-#4
SR R £ TP B AT R Y . BRSO A TR
g1,
1 BIBERANS

Tab. 1 Distribution of dataset samples
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Tab.2 Defensive efficacy results of PEFID
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2 5 37.87 0.36 50.13 2.01
6 1 77.21 12.17 63.38 59.82 5.62
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2 5 39.75 6.82 62.57 60. 65 3.07
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Fig.3  Generator loss curve
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Tab.3 Defensive efficacy results of PEFID under free-riding
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Tab.4 Results of comparison experiment

HRET Raa/% Ace/% Rpd/% RV/s

FHELL 77.21 63.38 26.3
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£=0.7  16.95 59.28 6.47 26.7
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p=0.5  14.65 57.81 8.79 52.6
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Tab.5 Defense experiment results in white-box scenario
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B22 77.21  63.38
6 1 PEFID 12.17 59.82 5.62

Partial-PEFID  13.53 59.68  5.83
gk 39.75 62.57
2 5 PEFID 6.82 60.65  3.07

Partial-PEFID 7.41 60.33 3.58
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