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Incremental intrusion detection model incorporating
sparse self-attention mechanism

JIN Zhigang' , ZHOU Junyi'”>, WU Xiaodong', LIU Kai'

(1. School of Electrical and Information Engineering, Tianjin University, Tianjin 300072, China;
2. School of Future Technology, Tianjin University, Tianjin 300072, China)

Abstract ; Traditional self-attention-based intrusion detection models have high time complexity in the calculation of
attention values, and most intrusion detection models are oriented to static network environments. To address the
above problems, we proposed an incremental intrusion detection model incorporating a sparse self-attention
mechanism. First, we introduced a sparsity metric formula to reduce the time complexity, so as to alleviate the
computational pressure of the model without affecting the detection performance of the model; Second, we
constructed a dynamic example memory to alleviate the concept drift phenomenon of the model in incremental
learning at the cost of a very small amount of memory space; Finally, we designed a category-balanced loss
function, which is capable of enhancing the learning ability of the model for old-category samples without
dynamically adjusting the model. Derivation and experiments prove that the sparse self-attention mechanism has
lower time complexity and better classification effect. Compared with other schemes, the incremental learning
mechanism shows a stronger ability to memorize old knowledge. The intrusion detection model has a better
application prospect in the modern network environment.

Keywords: intrusion detection; self-attention mechanism; incremental learning; deep learning; catastrophic
forgetting
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Fig.2  Performance comparison between traditional self-attention

and sparse self-attention mechanisms
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Fig.4 Confusion matrix with traditional memory
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Fig.5 Confusion matrix with ordinary cross-entropy loss
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