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An intrusion detection method based on feature reduction
and self-attention mechanism

JIN Zhigang' , ZHOU Junyi'* ,WU Xiaodong'
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Abstract; In view of the high spatial and temporal complexity of intrusion detection caused by high dimensionality
of traffic data features in the modern network environment and low classification accuracy caused by the lack of
sensitivity of traditional intrusion detection methods to the correlation between traffic data, an intrusion detection
method based on feature reduction and improved self-attention mechanism is proposed to improve the efficiency and
accuracy of intrusion detection. Firstly, aiming at the problem of high-dimensional data, an auto-encoder with
nonlinear feature extraction capability is used to extract features, which reduces data redundancy and ensures
classifier performance to be basically unchanged, so as to ensure that intrusion detection methods can effectively
identify attacks. Secondly, aiming at the problem that traditional intrusion-detection methods ignore the correlation
of traffic data, a self-attention mechanism is introduced in the intrusion detection classification process to learn the
correlation of network data over a period of time. The causal convolution is introduced in original self-attention
mechanism to calculate the correlation score between data, and integrate the local location information of current
traffic data and the correlation between the traffic data in the concerned domain, which comprehensively analyzes
current traffic behavior and complete accurate classification. Experimental results on UNSW-NBI1S5 dataset show that
the proposed intrusion detection method attains 98. 32% accuracy on the binary classification tasks, and
outperforms traditional methods on multi-classification tasks as well, indicating promising applicability in modern
network environment.
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Fig. 1 Original self-attention classification module
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Fig.2  Encoding process and results of location information

embedding layer
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Fig.3 Example of data change process from self-attention layer
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Fig. 6 Simulation deployment of intrusion detection methods
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Exploits 33 393 11132
Fuzzers 18 184 6 062
Generic 40 000 18 871
Reconnaissance 10 491 3 496
Shellcode 1133 378
Worm 130 44

3.2 HIETALIE

UNSW-NB15-training g8 UNSW-NB15-testing vy
P v 4 5 45 dE R AR JE M, b, ¢ state |
“service’ Fll ¢ proto” X 3 MR JE 1 R FAF ZEERE
JEE, PR, R A AD XX 3 AR SR AT R
b, AR BUE R ZE L& 7 s,

BUEAL S W8, b 2 — DB s R iy
“id” FHEVE N T AR AT R S, PRI attack _cat”
F1 ¢ label” FR1E S BR , T )5, BF ¢ label ” F710E 55 #E4T 47
i TR B ISk, H N ORXT BB AR R E SRS T
H—ARAb 3 22 bl 5 B 1 RS AL B A B A
3.3 FMiEtR

ARSI TRy S P R bR A HE R R
(accuracy, A) . #& B 2R ( precision, R, ) . A [ &
(recall, R, ) . F, 8. 5 & H # 5& R £ ( matthews
correlation coefficient,C,,.) ., BATFESRRUT .
T, + Ty

A ST v F, 4 Fy

(9)



- 118 - e NS B | A - =

557 %

TP

RP_TP+FP (10)
T,

Ry T, +F, (11)
2T

: (12)

B =or v F, 4,
T, xTy-Fp, xFy

CMC =
(TP+FP>(TP+FN)(T\I +FP)(TN+FN)
(13)
AP EARSEE LR 2,
1334k
A
v y
3pc 100000++++++00
an 010000++++++00
proto
zer0 000000+++++01
134E
Y4 ’
— 1000000000000
dhep » 0100000000000
service ]
ssl }—>| 0000000000001 ‘
114
A
1 ’
ACC > 10000000000
CLO 01000000000
state )
10 }—>| 00000000001 ‘

B7 FREFEBELERT
Fig.7 Example of numerical results for character class features
method

R2 EMMERPESHEN

Tab.2 Meanings of parameters in evaluation metrics
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Tab.3 Parameter adjustment experimental data
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Tab.5 Performance comparison of AE-SATT model with other

models %
A A Ry Ry F, Cyc
SVM 81.60 75.10 99.63 85.64  66.30
RF 86.91 81.49 98.62 89.24  75.08
LSTM %) 94.24 96.07 87.13 91.38  87.14
RNN[2 89.41 96.38 78.35 86.43  80.90
DAL!?! 92.65 94.97 88.33 91.53  85.23

AE-SATT 98.32 97.55 92.15 94.77 92.04
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Tab.6  Ablation study 1 %

s A R, Ry Fy Cyc
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Fig.8 Original self-attentive module analysis of traffic data correlation
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Fig.9 Improved self-attentive module analysis of traffic data correlation
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Tab.7  Ablation study 2
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Tab.8 Multi-classification confusion matrix

SRR TIN50
Fhr2H Normal Analysis  Backdoor  Dos  Expliots Fuzzers Generic Reconnaissance Shellcode Worm
Normal 35635 1 0 3 522 694 0 144 1 0
Analysis 9 0 0 0 666 2 0 0 0 0
Backdoor 2 0 0 0 546 24 0 11 0 0
Dos 359 0 0 217 3155 257 5 96 0 0
Expliots 276 19 0 0 9 589 1126 0 122 0 0
Fuzzers 575 0 0 0 1487 3808 2 190 0 0
Generic 15 0 0 0 442 228 18 155 31 0 0
Reconnaissance 114 1 0 1 770 920 5 1 685 0 0
Shellcode 9 0 0 0 23 120 0 202 24 0
Worm 0 0 0 0 34 9 0 1 0 0
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Fig. 10 Accuracy of multi-classification model
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Tab. 10 Performance comparison of two deployment methods
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